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1 Document Purpose and@arget Audience

The“Load generators over a firewalLRE 2021 Rhstallation Guidé assistdMicro FocusSaaS
customers in performing new Windowmsedload generator®overa firewallsetuplocated in their
own networks. These setups are often also referred t6@a-premises_oad Generatofs(OPLGS)

Note that this guide does not attempt to include all potential setup situations. Instead, it focuses on
the process and typical aspects of tB@LGnstallation.

The target audience of this document is technical personnbliofo FocusSaaS customers wlare
involved with operating load tests withitREor later and/or installing and maintaining load
generators in their own network that are connectedNiicro FocusSaa3 REenvironments. The
audience typically includes load test specialists, QA lab masaged QA managers.

2 How to use this guide

The recommended installation procedure consists of 5 phases to be followed in sequence. This guide
provides a chapter for each phase.

.Mt NB NE listdzypical stepsiad preparation that are required beftire actual load
generator software can get installed. Performing these is crucial for a successful install later.

5.2 Micro FocusSaaSRS |j dz&dasiribes which pieces of information to give to and which to
obtain fromMicro FocusSaaS before the instatlian can commenceThis request is used in
deployment option 2, as outlined in chapter 5.2.

b.o Ly aul wdlks thriugtethe éctual installation of the load generator, including the latest
patches.

éb.n /2y T A guiddklthougi2tieéparameters to be configured on the load generator after
installation.

Gp b2GAFe&AYy3I { I { lalloRsMZb FocusSkdsS toyfirsh theksBtup{ifatitdzL J¢
you. For any potential troubleshooting at the end of the process please first refer also to our other
d o ¢ u meoad generators over a firewalLRE 2021 Rlroubleshooting Guide



3 Terminology/Glossary

Loadrunner Enterpris€LRE)

The new name for Performance Cen(BIC)

OnelLG

Theload generator installation packader all LoadRunner family products.
Load GeneratoOver The Firewall

A load generator that is located inside the custom * s n e tonrectekl to dviich FocussaaS

LREnNstance for the purpose of performance testing. Mizsid generatorget installed on Windows
through the “Standalone Load Generator” setup. T
than Micro FocusSaaS persorat.

On-premisesLoad Generator

Another term used for atandalondoad generatoin the customer environment.
PrivateLoad Generator

Another term used for atandalondoad generatoin the customer environment.
Host

A machine thafcts as a standalone Idayenerator.

Agent Configuration

An application installed on the host that is used to configure the spdo#fttgenerator It is typically
accessi blSart/AlProg@amusilicro Focusload RunnéAdvanced Settings/Agent
Configuration”.

Agent Service (Agent)

A Windows service (“LoadRunner AgentMicBé&ocusi ce” ) t
Saa3.REIn rare cases, thiwad generatoiis alternatively installed as a process instead that needs to
be started by a logged in user.

Firewall

In the context of this document, we refer to the
separate(s) théoad generatohosts from the intenet.

MI Listener (MIL)

An MI Listener is a server located in tieero FocussaaS network that acts as a proxy to connect
t h e ¢ u doadgeneratos svith LREN the Micro FocusSaaS datacenters. Edobistmustbe



configured in the Agent Configuratidéa point to thatMIL (by entering the public DNS name of the
MI'L into the *“ MI Listener” field).

Standalone Load Generator

This is the software package initially installed when deployilogé generator over a firewall
Application of the latest patchemailable for download on yourREnstancemightalsobe required,
as described in detail later in this document.



4 Start Here

4.1 Prerequisites

Before a successful installation and configuratiotoatl generators over a firewalhn take place, it
is necessary to follow certain brief steps of preparation as outlined below.

4.1.1

Determining the location of your host(s)

First, decide on the specific location of the load generator(s) you want to use, based on your testing
objectives, néwork topology, and available hardware.

Saad.oad generatos vs.load generators over a firewall

A

A

Both types ofoad generatos can be used simultaneously withinlaREcustomer,LRE

project, or even load test.

Saa$ Load generators are hosted within SaaS or selected thparty clouds and can

effectively provide load from outside your network, typically preferred to emulate load from
the internet or from different office locations. This type of setup requires that the
Application Uder Test (AUT) is either directly accessible from the internet, or through the
company firewall(s). For questions regarding Saa® generatos please contad¥licro
FocusSaas directly. Sadfad generatos are not discussed further in this document.

Load generators over a firewall, i n contrast, reside within
therefore can access the Application Under Test more directly. Such setup is typically
preferred if the test objectives are to emulate load from within the organizasoich as for
intranet applications. The installation process is described in this document.

Network requirements betweerthe load generatorsover afirewall and the AUT

A

The Application Under Test (AUT) needs to be accessible frolmatigenerator over a
firewall host(s), either directly in the same network or through firewall(s) inside your
company network, or between physical data center locations through company VPN
(recommended only for special cases).

The closer the OFW hosts are to the AUT, the loesiace firewalls, distance and especially
VPN access can add latency and reduce potential bandwidth during load tests. Hence, we
recommend selecting OFW hosts in the same network as the AUT if possible.

Network requirements betweerload generators over aifewall andMicro FocusSaaS

A

A

Theload generators over firewatieed to haveoutbound access to the publi®licro Focus
SaaS Ml Listener DNS name (alternatively, IP address).

This access is typically fantgoing HTT#ased traffic on port 443 through the company
firewall from theload generatorgo the publicMicro FocusSaaS MI Listener DNS name.
Noinbound ports must be opened in the company firewafrom the Ml Listener to théoad
generators

The specific public DNS name (or potentially public IP address) of the Ml Listener will be
obtained later in the process by request fravticro FocusSaas.



A Note that setting the necessary firewall rules for ¢ Listener based on DNS name is
preferred byMicro FocusSaaS over {Bddressbased rules.

A 1lf the rules cannot be set by DNS, you can
anslookup against the DNS name in the windows command shell froratdHaa already
has i nt er n aestookupentldnsaane>( e g. pifng test (eg. “pi

from Micro FocusSaaS directly.

A While we recommend using port 443 directly whenever the firewall can be opened,
alternatively a proxy server may bead if available in your network. Often such proxies are
already configured for allowing browser traffic to thmternet andmay be reused for
tunneling outbound traffic from thdéoad generatordo the MI Listener as well.

A Which method of access is recgir for yourload generatos depends on the configuration
of your network and firewall, to some extent determined by the security policies laid down
by your IT organization.

A Hencewe recommend that you contact your IT department or security team to detenei
if outbound traffic from theload generato & Yy Slbad geNdrakorhosts is allowed or
Oty 06S Itft26SR (KNRddZAK G(GKS O2YLIl yeQa TFTANBgI
DNS name iMicroFocug | | { Q&4 y S 62N = 2N AT LNaEe | O0S
available Note that outbound traffic on port 443 towards specific DNS names/IP addresses
is typically permissible in most cases, though sometimes the firewedtbe opened first.

4.1.2 Host Hardware Requirements

Decide on thenumberof load generatorsand host hardware configuration you will provide, based
on your available hardware and the load intensity during your largest planned tests.

The load intensity is influencday the numberof Virtual Users, the Load Runner protocols in use,
and wn-time settings, such as pacing and think time.

Below are soméallparkfigures on typical VUser capacity per load generator, based on typical latest
hardware when using proper think times and/or pacing. The numbers provided may not be specific
to your cae and do NOT GUARANTEE stable and unbiased setups in all situations. Multiple factors
can play into the load intensity of a specific load test and change hardware requirements, so the
information here is only to support your own estimates.

The objectived to provide hardware that does not only create a stable supply of Virtual Users during
load tests but also supplies enough CPU and memory capacity available so that no bias of response
times will be measured throughout the test.

A Web protocol (assuming thaealistic think times in scripts are used):
A Recent quaetore hardware, 8 GB RAometimesup to 2000 Vusers per host, and
if 16 GB RAM are available, in some cases up to 4000 VUsers
A Recent duatore hardware, 8 GB RABometimesup to 1000 Vusers per Bg in
some cases up to 200Qsers

A Typical Web 2.0 protocols (e FuClient protocols):



A Many Web 2.0 protocols have a much larger memory and CPU footprint than web
Virtual Users.

A We recommend that you consult witidicro FocusSaa$ for your specific situation.
A As arough first data point:

A Recent quaetore hardware, 12 or 16 GB RAShmetimesup to 30 Vusers

per host
A Recent duatore hardware, 8 GB RABometimesup to 15 Vusers per host
A Recent 8&ore hardware with 16 GB recommended

Load generator Calibration Test: How to find out precisely how much hardware capacity is required

In case you plan a largeeale load generator setup or atypical tests and need to guarantee a reliably
scaled environment in advance, we recommend that prior &disg the hardware and conducting

your tests, you conduct boad generator calibration test as described in detail ichapter 65. This
process requires that you make at least one host of the planned hardware configuration available
early and run a modified version of your final test on it in order to determine how many VUsers can
be run per giveroad generatoand how many wilbe needed.

4.1.3 Host OS Requirements

Software component Supported / Recommended

Operating system
(See Windows Updates below) |« Mi crosoft -B¥ ndows 8.1 64

» Microsoft Windows 10 64it versions 1803, 1809, 1909, 2004,
Enterprise LTSC 2019, 20HRecommended)

» Microsoft Windows Server 2012 R2-6i#*

e Microsoft Wi n ditrwWRecoBimanded)r 2
e Microsoft Wi neditws Server 2

Browser (used for recording and
replaying protocols only) e Microsoft Internet Explore
e Microsoft Edge

Screen resolution

1366x768 or higher
1600x900 or higher (Recomnm

* Can only be used with Microsoft Internet Explorer 11.
** \We recommend enabling Desktdfxperience when using this operating system
Please note thaB2-bit Operating Systems are no longer supported.

Note for Linux This document focuses ¢oad generatoiinstallations for Windows only as
supported by Saa®icro FocussaaS does currently nstipport Linux load generatarsor special
requirements cases please contdicro Focussaas directly.

Windows updates



Before you install any components on a Windows machine, make sure that the full set of Windows
updates has been installed, or instleé Windows updates listed in the table below.

Note: Before you install any of the Windows updates, disable UAC (User Account Control) and
restart the computer. For details on how to disable UAC, refer to the Microsoft Windows
documentation.

Windows version Required updates
Install the following pack of updates:
» Windows 8.1 64it* 1. KB2919442 x64 or KB2970551 x64 (one of these two

« Wi ndows -b*0 1 2 | updates)

2. KB2919355 x64

. KB2932046 x64

. KB2959977 x64 (if applicable)
. KB2937592 x64

. KB2938439 x64

. KB2934018 x64

. KB2999226 x64

0o ~NOO Ok W

* The |l ist of required updates might change due
Windowsupdate releases. If you experience any issues, please contact Micro Focus Software
Support.

4.1.4 Software recommendations and requirements

A We recommend dedicating load generators to that purpose oriburing load tests, ample
availability of system resources including CPU, disk, memory, GDI resources and network
bandwidth is crucial. In case of resource shortages introduced by other software running on
load generator hosts, load bottlenecks may octattmay have an effect on the load
generated and the system under test’

A Donot install any web server such as IIS or other on the same host.

A Do not install “Monitor over the Firewall
function of theload generatosoftware.

A Do notinstall WuGen,Analysis or* Moni t or o v gVOFWhoe théload genesatorl ”
hosts, since this is not supported.

A We recommend placing the load generators in a safe zone of your environment so tisat vir
scanning software does not need to run during tests. Such software may severely interfere
with the timing and amount of the generated load and the resulting measured response
times.

s behavi

(O



4.1.5 Downloading required components

At the time of writing of this documenfor LRE 2021 Rthe OneLGnstallerand a patch are
required

TheOneLdnstallerand the OneLGIRpatch ardocatedin the download section of yowlRE
instance as explaindgelow. Alternatively feel free to contactMicro FocusSaaS at the time of
installation to determine the latest service packs and patdhesquired

Important: Donot use installers obtained from other sources than yMicro FocusSaa3.RE
instance or theMicro FocusSaaS team.

OneLGnstaller
This instder can be downloaded directfyom insidethe LRE Application

A Loginto the LRE Application usiggur domain/project and user credential information.
A On the dashboard, tofeft, click theDashboardcon

=

TSC = DASHBOARD

A Sl ect “Downl oad Applications”
MORE TOOLS

Controller Options 2

Download Applications >

A Inthepopup wi nd@neloadsseneratrt a 1 d oownil coka d*” D

Download Applications x

D " [/ dw

Standalone Standalone Standalone Standalone Orne Load
VuGen Analysis TruClient DeviWeb Generator
Description X

The Standalone Load Generator is used to run Vusers in a performance test.

DOWNLOAD

®

A As soon as the Windows file download dialog shows, save the file on your hard drive.



Patch installers

Il nstall patches onl vy i DowtldadkAppcatand Ise cftd bR oif n ytohus
instance you downloaded the main installer froAt.the time of writing there is onepatchavailable
for the LRE 2021 Réersion.

Download Applications

= Efy

One Load Standalone Entity MI Listener Script
Generator R1 Monitor Over Unlocker Development
Patch Firewall Tools
Description X

DownlLoadApplication descriptions.Patch on top of the One LG - https:ffsoftwaresupport softwaregrp.com/doc/KM03209971

DOWNLOAD
@ CLOSE

A As soon as the Windows file download dialog shows, save the file on your hard drive.




4.2 Load &nerator SelfRegistrationor Micro FocusSaaS Request

The setup of loadgenerator over aifewall requires not only the installation and configuration of
the load generator itselfas described in the next few chapters, but alseegister the load
generator within theLREnNstance.

You have two options to perform thisstep,i t her regi stering the |l oad ge
pool yourself, or otherwise requesting registration frdticro FocusSaaS as previously.

Option 1. Registeringdad generators inyour projectusingLRE
For this deit-yourself method, the followingaguirements need to be met.

A You have access to your project as part of tHeE Performance Testérgroup. To validate,
c heck Aidfd tHilotesnti’s accessi bl e firLRHEsinttee “ Hosts” v
screenshot below as needed. Otherwise, the buttogreyed out.
A Your requirement is to add the load generator only to the pool associated with your project,
not into multiple pools. If you have multiple projects that also point to different pools and
wantto make the load generator available in those pools as well, use option 2.
A The locatiorthat the load generator will be associated with is already registered indrie

If any of the above conditions does not holek recommendto file asupportrequest withMicro
FocusSaasS (option 2).

Let us assume that you watd registera | oad gener at or Bsiin-wgsb-lgr net wor |
01" i n lobm at Hemce, t he | culdldterecconfiguradiwiiralocal sel f w
ma c hi n esiik-west-1g f01_bfw” .

To register this load generator in the padlyour LREproject,se | ect “ Re s inthé roeals /
and click on *“Add Host ”:

&S | TSC = HosTs
+ Add Host Maintenance “
O o Location MName Status
AT4 amn v | | Y CAID o
1104 Default LRECRGOD4P-HOZ Operational

I n t he “ @épdpdas iblthesstréenshot below



Add Host X

MName: * sii-west-Ig-01

Installation: * OnelG W

Status:* Unavailable W

Location:* ofw W

MI Listener: LREQRGOOZP-MON W

Priority: * 5 v

[ Enable SSL

Purpose®

= Controller Load Generator ={}Data Processor

Attributes +

@ “ CANCEL
Eht er the name of t he _Klocation>g’e npea satt foir x )( Wield.tha utt h & h*®
I n our exasimpwest-lg-8lhtetdtt“i s i mportant that the str
match the local machine key that will be enteredintoth® st ° s confi gurati on upo
wi t h o ucklocatibne "“ postfi x. Pl ease follow the SaaS na
chapter, “Pol i madgdnheratomaaenesct i mgudv &IPiodi cy for sel

names”’ .

Sel ect ‘O

nGneL& |, |

aat ni do n“"Whbaasiblgs .”

Taksi s* i s

mportant,

otherwise not be possible to add this registration before the actual installation of the load generato
has been successfully completed.

Select the location from the dregown options. If you cannot find your desired location, request it
to be added byicro FocusSaasS, or use option 2.

Leave

not have to install any additional certificates.

Sel ect t he MI

Li stener t hat

you have

t he titkbboxaridckedSSE Wil still be used withis optionunticked,but we do

configured

is only one choice, select that one. Note that in case multiple Ml lesdeare available, you will
have to select the correct one by name. This name may not match the DNS name configured in the

C



Agent configuration. In this case, contact ydREAdministrator within your organization or your
Micro FocussaaS Custom@&uccesdlanager to obtain that piece of information.

We recommend not changing any other defaults in this dialog.

Finally, hi

ThéelosSts” v

t “ OKH .

ew shoul

d now

é{?) TSC = HOSTS

-+ Add Host

Cloud Hosts W Maintenance
O o Location Name Status
v CAID e v CAID
103 Default LREORGO04P-CO2 Cperational
1146 ofw sii-west-Ig-01 Unavailable

This indicates that the load generatoasibeen registered and is ready for latefcanfiguration
after you have completed its installation and local configuration.

Option 2. File a case witMicro FocusSaas to register locations and load generators

Alternatively, file a case withlicro FocusSaaSupportto register the load generatqand, if not yet
existing, its location as wellithin LRETo start that process, you will need to exchange certain
minimal information withMicro FocussaaS. We recommend doing this before the actual installation

commences.

Open a new support case through thicro FocusaaS port al

Generator

Management " .

MyAccount PRODUCTS
Open Tickets (9) -
Q, Search Last Modified %

( OF W) "LoaslRunneriEnterprisea qtibet chbegory

[ 5]
SUPPORT GET SERVICE X

reénf dobvestdieabaeded | oac
b
Privacy Type
w (AllD W
Public
Privates
for an “Add or
“PC Hos

= LoadRunner Enterprise | LoadRunner Enterprise

<co

Administration
and
Configuration

Consulting

PC Host
Management

Add or Configure Private Load Generator (OFW) 2

Add or Configure Private MOFW or SiteScope >

Copy files to LG >



In your request, please provide the following information so that we can process your information
with minimal delay:

1. Mention that you request registerinigad generator®verafirewall and how many.

2. The name of thé.RENnSstance,domain and project (or alternatively the name of theol in
caseyou have it) With this option, you can specify to add the load generator even to
multiple pools (for multiple projects linked ttifferent pools).

3. For eacHoad generatotto be registeredthe exact spelling of thenique name of theload
generator, without its location. Please see below for the policy for seledtiag generator
names./n case you would prefer Micro Focus Saas to provide load generator name(s) to you,
please specify so in your request.

4. For eacHoad generatoto be registered, provide the exact spelling of the location name.
Please see below for the policy for selecting location names.
Allload generatos in the same location (e.g. data center) have to use the samedacati
name. Hence, if thivad generatofs) are to be hosted in the same geographic or logical
location adoad generatos already in existence from previous requests, then please provide
the existing location name, otherwise choose a new one.
In case you would like Micro Focus Saas$ to specify a new location name for you, please
specify so in your request.

If not sure whicHoad generatos in which locations already exist for your project, you @a@nthe
“Resour ceslRiostksi"splieeyw t hem. The “ Namdoad and “Loc
generatorname and location for eadbad generatomavailable to your project.

Policy for selecting valitbad generatomames
Note: In your request, you can always opt for SaaS tolpazkgeneratornames for you.

If choosing one on your own, a valichd generatomamemustmeet all of the following criteria:

A Only alphabetical and numerch ar act ers a$ .well as dashes

A We encourage the use of numbers, as long as prefixed with names.

A Thename must start with a letter.

A Load generatonamesmustbe unique (across theREnstancd. Hence, the name must be
descriptive, containcustomeg peci fi ¢ i nformation aand cannot
“generator”™ are not valid examples).

A We recommend stding the name with an abbreviation of the customer name.

Here some typical examples of vdlidd generaton ames f or cust omer Sampl e
A “sii -lg-01" ,sii *west-Ig-01" ,siinyork -4"
Policy for selecting valid location names

Note: In your equest, you can always opt for SaasS to pick location names for you.



If choosing one on your own, note thiatad generatos in the same location (e.g. data center) have
to use the same location name. Hence, if thad generatofs) are to be hosted in theame
geographic or logical location &sad generatos already in existence from previous requests,
provide that location name.

A new valid location nameaug meet all of the following criteria:

A Only alphabetical characters, numbeusd dashes

A Thelocation cannot start with a number or a dash.

A The location has to be unique (across thREsite). Hence, the location must be descriptive,
includecustomes peci fic information, and cannot be ¢
valid examples).

A We recanmend starting the name with an abbreviation of the customer name.

Here some typical wvalid examples of | ocation nan
A “sii ” ,sanfpind” ,siinyork ” ,sii “south”
What happens after you have filed your request witflicro FocusSaaS

A Micro FocusSaa$S will first validate the information and ask for further detail if necessary.
A As soon as the information is complete and correct, we will process the request:
A If noted, wewill define uniqudoad generatomames and a location name.
A We will register the location anidad generatos inLREas necessary.
A We will inform you of the completion of the task.
A For eacHoad generatoladded, we will provide/confirm the precise spediof the following

parameters that you wil!/ | ater need for the
A TheMl ListenerNamd see chapter “Configuration”)
A ThelLocal MachineKey see chapter “Configuration”).

Note that the Local Machine Key is composed of
<in jectorname>_<locationname>

Eg. for fourload generatos requested in two different locations we may provide
A sii -lg -01_siinyork

sii -1g - 02_siinyork

sii -1g - 03_siisfo

sii -lg - 04_siisfo

> > > >

NOTE: Immediately after the request is filed, you icamediately proceed to the next step
(installation). However, you will need the information above for the configuration later in the
process before you can continue with to final phase (notifying SaaS and testing).



4.3 Installation

Theloadgeneratorinstallation on the host is straigfibrward, using the base installer obtained in
the preparation phase earlier arahy required patches on top

4.3.1 Checking for prenstalled components

The installation othe OnelLGnstallerrequires that no prewius versiorof the Load Generator
softwarebe present, and thano otherLREcomponentssuch as WGen, Analysis or MOFW are
installed.None of those componentsanexist on the machine where th&tandalone Load
Generatoris installed.Hence, as a first gp, make sure that no old versions of LoadRunner or
Standalone Load Generator are present, and uninstall them in case.

You can check for pfiastalled components through the Windows Control Panel/Add or Remove
Programs.

In the example below, an older irkation of Standalone Load Generaismalready present
unexpectedly Hence, before a dHeEoadGederatoib5hspabdbfaamon,
would have to be removed, in turn automatically removing any linked patthasy)as well.

= |0 x

v Control Panel » Programs » Programs and Features
— —

o

Control Panel Home

| | Search Programs and Features

Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
'@' Turn Windows features on or

gt Organize *  Uninstall  Change
Name : Publisher Size Version
e Dynatrace OneAgent Dynatrace LLC 425 MB  1151.251

Git version 217.0 The Git Development Communi... 22T MB 2170

€ Google Chrome GoogleInc. 68.0.3440.106
%HPE LoadRunner - Load Generator HPE 153GB 12556460
hE‘:-Microsoft.NET Framework 4.6.2 Microsoft Corporation 4.6.01590
[25 Microsoft Visual C++ 2008 Redistributable - x64 9.0.3... Microsoft Corporation 788 KB 9.0.30729.6161
[21 Microsoft Visual C++ 2008 Redistributable - 86 9.0.3...  Microsoft Corporation 600 KB 9.0.30729.6161
[ Microsoft Visual C++ 2010 x86 Redistributable - 10.0.... Microsoft Corporation 111 MEB 10040219
‘ﬁMicrosoﬂ‘u‘isual C++ 2012 Redistributable (x64) - 11.0... Microsoft Corporation 205MB  11.0606101

q HPE Product version: 12.55.646.0
Size: 1.53 GB

. N A N N N  —nI—k—k"kkA—A—A—AAAAS L ——

Inanother example, the latesdnelL Grersion (matching te RE 2021 R1s already installed



& Contrel Panel\Programs'\Programs and Features

<« “ 4 [ ¢ Control Panel »+ Programs » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates

!; Turn Windows features on or

off Organize *  Uninstall

Name

€ Google Chrome

Micro Focus LoadRunner OnelG 2021 R1

& Microsoft Edge

[ Microsoft Update Health Tools

ﬁl\mcrnsm‘t Visual C++ 2012 Redistributable (x64) - 11.0.61030
ﬁl‘\mcrosoﬂ Visual C++ 2012 Redistributable (x86) - 11.0.61030

ﬁl‘\mcrosoﬂ Visual C++ 2015-2019 Redistributable (x64) - 14.2...
ﬁ Microsoft Visual C++ 2015-201% Redistributable (x86) - 14.2...

[ Update for Windows 10 for x64-based Systems (KB4480730)
@VMwareTonls

Micro Focus Product version:  21.1.0.351

C"\)J Size: 1.91GB

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Publisher

Google LLC

Micro Focus
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Vhiware, Inc.

Version
91.0.4472.106
21.1.0.351
91.0.864.54
2.77.00
11.0.61030.0
11.0.61030.0
14.20.27508.1
14.20.27508.1
2.33.00
11.0.6.15940789

O

X

Search Programs and Features

Installed On
6/18/2021
6/22/2021
6/22/2021
6/22/2021
9/10/2020
9/10/2020
10/19/2020
10/19/2020
9/27/2019
10/19/2020

358 MB
1.91 GB

121 MB
20.5 MB
173ME
231ME
20,1 ME
TAAKB
1.3 ME

In this casegnly requiredpatchesshould be installed ifiecessary.




4.3.2 Base installation

A After making sure that no previous load generator software is prestant, the installation
by starti mOgelL@ e vbeséiristallerusing a local or domaimdministrator
login, then Ruras administrator

&

setipOnee:

File description: Setup for Micre Focus LoadRunner Onel G 2021
Company: Micro Focus

File version: 2021.1.0.331

Date created: 6/22/2021 11:41 AM

Size: 1.56 GB

Q Open

\J G Run as administrator
) Share with Skype
Troubleshoot compatibility

Cut
Copy

Create shortcut
Delete

Rename

Properties

A Find a temporary location for the installer to decompress the files, or accept the default
location:

2 Micro Focus LoadRunner OnelG 2021 R1 — Y

Please enter the folder where you want these files saved. If the folder does not
exist, it will be created for you. To continue, dick Mext.

Save files in folder:
empMicro Focus LoadRunner Onel G 2021 R1 v| | Change...

Exfiract progress:

Next> | | Cancel




The installer wilextractthe necessary files into the given folder.

Accept any host reboot requestany reboot should also restart the installer automatically.

I f not, open “setup.exe” i nsi daheindtallation.e mpor ar
Accept any requests to install prerequisite programs that have been determined to be

missing

A You may also be asked to install missing Windows updates. Such can be obtained either

through the Windows Updater or manual download from MiafbsIf you download

manually, make sure to pick the correct download for your operating system version.

>\ >\

>\

A Once the prerequisite installation has completedihe OneLGnstaller, follow the
instructions on the screen and provide the requested informatiom. r st ¢l i ck “ Next'

ﬂ Micro Fecus LeadRunner OnelG 2021 R1 Setup — *

Welcome to the Micro Focus LoadRunner OnelG
2021 R1 Setup Wizard

The Setup Wizard will install Micre Focus LoadRunner OnelG
2021 R1 on your computer. Click Next to continue or Cancel to
exit the Setup Wizard.

Back Mext Cancel

A You will now see the license dialog.



ﬁ Micro Fecus LeadRunner OnelG 2021 R1 Setup

3 huttqn to install Micro Focus LeadRunner OnelG 2021 R1.

END USER LICENSE AGREEMENT ~

IMPORTANT: LICENSOR PROVIDES LICEMSED SOFTWARE TO
LICENSEE UNDER THIS END USER LICENSE AGREEMENT (THE
CAGREEMENTY).  THIS  AGREEMENT  GOVERMS  LICENSEE'S
INSTALLATION AMD USE OF THE VERSIOM OF THE LICENSED v

SOETWAMADE INEKMTIFIEMN M THE ADDI ICARI E DDONDCT ADNED AD IFE

Install Micro Focus LoadRunner OnelG 2021 R1 to: (the path should not contain
non-English characters)

|C:"-,Frograr“| Files (¥86)\Micro Focus\LoadRunner OnelG) Change...

EI accept the terms in the License Agreement Disk Usage

Start LoadRunner Professional/Enterprise Agent after installation

[]install Silk Performer Agent after installation

Back Next Cancel
Check available disk space using the “Disk Ut
folder if necessary.
Sel ect *“ St aProtessibnalaEhRRrprisngeernt af t e and acoeptthal | at i on
terms in the |Iicense agreement and hit “ Next’

Next , s koadRenher Enterpris¢é pr oduct
ﬂ Micro Focus LoadRunner Onel G 2021 R1 Setup

Focus LoadRunner Onel G Configuration

Micro Focus LoadRunner OnelG has a slightly different configuration for
LoadRunner Professional, LoadRunner Enterprise and LoadRunner Cloud.

Select the relevant product:

(O LoadRunner Professional
Agent runs as a process

@ LoadRunner Enterprise:
Agent runs as a service, enables remote management of Load Generator

(O LoadRunner Cloud

Back Install Cancel

A In SaaS, for most installationg highly recommendhoosing'LoadRunner Enterprise.
This leads to installing load generators as a service, providing multiple advantages,
including permanent and i mOeei atieomaali | abil
automatically) and the resulting reliability of the setup.



A Sel ecti ng Ptofessiaad Ru mmseread woul d require that
test session, the LoadRunner Agent process on Eechgeneratowill have to be
started manually after logging into the hosfhis also can mean that if@ad

generatof s agent i s onemlioaddestas ekpealed, the load gt may
either fail to start or move on to differeribad generatos as long as available.
A Hence, we r ecommePmrafessionde ¢ ptoiaa@lrRummley f or

special case of load generators used rarely and instalielaptops.
A In case that a load generator was installed in one way and needs to be changed to the
other, please consulliGAdependsxel Cbafi §arving
for instructions.

A Donotsel ect “LoadRunner CisaotcdanipatiBle witlcL®RE.t hat i ns
A Continue with “lInstall ™. Now the installati ol
ﬁ Micro Focus LoadRunner Onel G 2021 R1 Setup = X

Please wait while the Setup Wizard installs Micro Focus LoadRunner OnelG 2021
R1.
Status: Validating install
3
A After installationmake suretaun-c heck the fl ag “ Spewsefby a cert

the LoadRunner Agent” and click Next.



ﬁ Micra Focus LeadRunner OnelG 2021 R1 Setup

Authentication Settings

[)i5pecify a certificate that will be used by the LoadRunner Agent!

CA certificate file: |

S5L certificate

Choose an existing certificate file: |

Generate a certificate automatically

Common name: |LRCert

CA private key: |

Secure LoadRunner

Back Next Cancel

A The load generatainstallation itself is now complete, and now a final dialog asks if you want
to install the Network virtualization feature on this load generator.
Unless you want to install the NV featutsicheckt he “ 1 nstall the HP Netw
Virtualizati amr’'sscHeadkdesxh”andenpdi ng the instal

ﬁ Micro Focus LoadRunner OnelG 2021 R1 Setup

Completed the Micro Focus LoadRunner OnelG 2021 R1 Setup

[[Jinstall Network Virtualization:

Typical mode Custom mode

[Z]Open Readme file
[Jopen Instaliation log

Back Einish | Cancel

A Otherwise, if you are interested in enabling NV on your load generator, please review the
notes on NV below carefully before continuing the installation.

If you choose to NV installatioat the end of the Load Geerator installation



You can install the NV feature on your load generator at any tme can eitheichoose to

do soat end of the LG installation process (by keeping the checkbox in the load generator
installation procesi the dialog abovg or use aseparate NV installeat a later pointthat

can be obtainedrom Micro FocusSaaS. You can also use the current load generator installer
by first uninstalling the load generator, then reinstalling it with NV option enabled at the
end.

Warning:Note that the NV installemodifiesnetwork driver settings otthe hostit installs

on. As a result, if you alegged into that host througRDP/Remote Desktop Client while
youperform the NV installation (or a later uninstallatiogpu may experience a loss of RDP
connection during the installation procesa some Windows OS versiathgt will require a
reboot of the host at a later poirtb recover.

Hence|f you experience this condition, you can re@ahelost connection by rebooting the
host after a recommendi15-minute wait period (to assure that the installation has finished
in the background) and then logging in again.

Alternatively, youmayprepareyour RDP connectivity settings on the Windows host before
the NV installation commencew prevent this conditionThe requirechostside RDP
settings vary by Windows OS and are not explained sndbcument.

4.3.3 Installation of the latest patches

Patches are to be installed if and only if present in the Downloads section of R&imstance At
the time of writing this documenthere is onepatchavailablefor LRE 2021 R1

Download Applications X

5 Ey

_ =] |
One Load Standalone Entity MI Listener Script

Generator R1 Monitor Over Unlocker Development

Patch Firewall Tools

Description X

DownlLoadApplication.descriptions.Patch on top of the One LG - https:ffsoftwaresupport.softwaregrp.com/doc/KMO3809971

DOWNLOAD

@ ==




4.4  Configuration

4.4.1 Prerequisite #1: Agent Configuration parameters oltead

You will need the following information.

A TheMI Listener Name

A An example*almrwc1645p- mill.saas.microfocus.com  ”

A This name is typically the public DNS name, and in some cases the public IP address, of
the specific Ml Listener in thdicro FocusSaaS network that thiead generatos will
communicate with.

A In some cases, when large amountsazfd generatos are to beconfigured, you may
have been proned with multiple MI Listenerames. During configuration, for each host
please use the MI Listener name we associated specifically with that host only.

A If you chose option 2 (registration througticro FocusSaaS), theidket response should
contain the MI Listener name. If you chose option 1 {sadistration), you can contact
your LREadministrator or youMicro FocusCustomer Success Manager to obtain the Ml
Listener name.

A ThelLocal Machine Key
A The Local Machine Ké&ycomposed ofinjectorname>_<locationname>
A Eg. for fourload generatos requested in two different locations, it could look like
A sii -Ig -01_siinyork
A sii -Ig -02_siinyork
A sii -lg -03_siisfo
A sii -1g -04_siisfo
A In case you chose option(4eltregistration) you would have defined thead generator
nameyourself. In case of option@upport case)we would have provided it to you in
our ticket response.

4.4.2 Prerequisite #2: Outbound Network Access from tt@(s}o the Ml Listener(s)

As mentioned in the prerequisites lmdd&Gpneratars under
andMicroFocusaaS”, i n or der loadgendratohosts needro have mefwerk | y
access to reach the MI Listener from yoetwork. Network access can be provided through one of

two means:

Case A (typical, preferred): Direct communication on port 443, and Firewall Request

In order for this to work, the firewall betwednad generatos and the internet needs to be open for
outbound communication on port 443 against the MI Listener DNS name (or, less preferable, IP
address).

At this point, make sure to test if the firewall is open from your load generator hosts, using the simple
test described in Appendix "Test if the firewall is open for LG to SaaS Communication”.



In case the firewall is not open yet, you will need to file a specific firewall request to your security

team to open the firewall for:

Outbound communication for the specific host IP addresses of the load generator hosts (or their
subnet) on port 443 towards the Ml Listener DNS name(s) or Ml Listener IP address(es) provided by

Micro Focus Saas.

Note that the firewall rule does not need to be bidirectional, as incoming connections can still be
blocked safelyithout functional impact o REOnly outbound connections on port 443 need to be

allowed.

Make sure to repeat the test in Appendikest if the firewall is open fdtGto SaaS Communication”
after the firewall rule has been implemented.

Case B (alternat): Proxy Communication

In this case, please contact your IT or security team to provide proxy configuration details, mainly
the proxy’'s DNS name or | P address,

be required as well.

and

ts

Alternatively, you may also log on to thead generatoyopen a browser and check its settings if a

proxy is active and which parameters are used. If a proxy is present in the browser and browsing to
the internet works, in most cases you should be able to usedahegroxy settings for thimad

generatorconfiguration as well.

4.4.3 Agent Configuration

To configure the agenttart the agent through

Start button / Micro Focus / LoadRunner / Advanced Settings / Agent Configuration

Micro Focus

LoadRunner Agent Configuration

LoadRunner Agent Process

LoadRunner Agent Runtime Sett...

LoadRunner Agent Service
LoadRunner Certificate Manager

LoadRunner Cloud - Configure L...

LoadRunner Cloud - Start Load...

LoadRunner IP Wizard

LoadRunner Monitor Configurati...

ﬁ Readme

AL Type here to search

port



Select t hewvalAGBerabl echeckbox:

#. Agent Configuration *

[¥ Enable Firewall Agent Setlings. .. |

[T Enable Teminal Services

ok | Cancel | Hep |

Click “Settings”. The “Agent Configuration” di al

Agent Configuration >

Ower Firewall Settings

Property I Value I ~
N
Local Machine Key
Connection Timeout (seconds) 20
MI Listener User Narme
MI Listener Password il

Server Domain
- Connection Type
@ TP
-1 Q HTTP
Proxy Mame
Proxy Port

3 T Ty N P hd

— M| Listener Mame

The name, full name or IP address of the redinection server

]S I Cancel |

Enter the MI Listener Namas provided to you biylicro FocusSaaSand the Local Machine Key.



Agent Configuration *

Ower Firewall Settings

Property | Value | ~
MI Listener Mame almrwc1643-mill.saas.microfocus.com
Local Machine Key sii-west-1g-01_ofw

Connection Timeout (seconds) 20
MI Listener Uzer Mame
MI Listener Password e
Server Domain
- Connection Type
@® TCP
-1 Q HTTP
Proxy Mame
Proxy Port

Nemame | lmme Blm e~

Local Machine Fey

A string identifier used to establish a unique connection from behind the firewall, via the Ml
Listener machine

]S | Cancel

In this example, th@ublic DNS namef the Ml Listener Name isised
almrwc1645p - mill.saas.microfocus.com

The Local Machine Key is
sii -west-Ig - 01_ofw

Local Machine keys have be spelled in lower case characters exactly as provided, and have the
format:

<injectorname>_<locationname>

Finally check théUse Secure Connection (SShdx to enable SSL between tliad generatoiand
the MI Listenerwhich is required due to secuwyitoncernsbut set the @Check Server Certificatés
G 2 & bTEhgl&tér is due to the certificate is offloaded on the load balancer and not on the MIL.



Agent Configuration

Ower Firewall Settings

Property Value

- Connection Type
@ Tcp
-1 Q HTTP

Proxy Mame
Prowy Port
Prowy User Mame
Proxy Password SR
Proxy Domain

- Use Secure Connection (55L)

Check Server Certificates
Private key password

— Check Server Certificates

the certificate infarmation.

Authenticate 551 certificates that are sent by the server. Medium - Verifies that the server
certificate is signed by a trusted Certification Authaority. High - verifies that the sender IP matches

o]

Cancel

For proxy configurations only (case B above):

Enter the proxy parameters as provided by your I$emurity team. This typically includes at least
Proxy Name and Proxy Port, sometimes also credential information.

Check also the “Use Secure Connect
Agent Configuration d
Dwer Firevaall Settings

Property I Value I'\
- Connection Type
O Tcp
e
Proxy Mame myproxy.example.com: 2080
Proxy Port
Proxy User Mame
Proxy Password =
Proxy Demain
- Use Secure Connection (55L)
Check Server Certificates Mone
Private key password =
v
oK I Cancel

on

(SSL)”

b o X



Click *“ OK”

Click *“OK”

Confirm wi
The agent
Finalizing

wh € na gdeonnte .c oTnhfei gsummaaltli on”

4. Agent Configuration

[ Enable Terminal Services

0k | Cancel | Help

X

[+ Enable Firewall Agent Settings...

again. You wil/ be

asked

Restart Agent

Agent must be restarted in order to apply vour new zettings.

whould you like to restart the Agent now?

ak | Cancel

th “OK”
configuration is now
the Setup”’

compl et e.

popup

t

(0]

restart

Pl ease

reappe

t



4.5 Finalizing the Setup

In case you chose option 1 (seHgistration)

Go back i nto t hEREndselacttts’line that eontains thesnievdyeregistered host,
i n our sHxwaesiply 01"

Now click the *“ Rec markedbglaw, te peHarnstherecdnfigerdatiann, as
operation:

SO  SaasT. = HosTs

+ Add Host ]E[ E} Check Host éj Reconfigure Host Maintenance v

[ ID T Location Name Status Privacy ... Runtime State  Purpose Installation  Priority
AT AN v || Y CAID v AID w (AID v | | Y (Al (AID v (Al
106 Default LREFRAD02P-CT Operational Public Idle I =} WindowsHost 5
1146 ofw UniLGTest Cperational Brivate Idle Windows Host 5
157 ofw UniLGTest02 Mon-Operational Private Idle Windows Host 5
n7e Default LREFRADO2P-HB Cperational Public Idle Windows Host 5

180 ofw sii-west-g-01 Unavailable Private Idle OnelG 5

Soon after, a dialog should confitimat the load generator is nowp@rational, hence ready to use.

180 afw sii-west-lg-01 Cperational Private Idle OnelG 5

Should an error message appeag.eone indicating that the load generator cannot be reachbdnt
re-attempt the reconfiguration button three times in omainute intervals. If the issue persists,
pl ease continue with section “Troubleshooting”

In case you chose Option 2 (case witticro FocusSaaS)

Simply update your support case briefly totifiy Micro FocusSaasS that you have completed the
load generatoiinstallation and configuration on your end.

Our team will continue to move thiead generatos intoanoperational state. We will be notifying
you of the outcome through the support casedain case that thédoad generatos are now in
operational state as expected, we will resolve the ticket, completing the process.

You can now start utilizing tHead generatos in load tests. We recommend that you perform a
brief “ smoke tloadsgéentratastomake sute that averything works as expected.

In case that at least one of thead generatos cannot be placed in operational state Bjicro Focus
Saa$S, we will inform you through the ticket that basic technical troubleshooting on pdwié be
required.

Troubleshooting



Please follow the basic troubleshooting instructions outlined in the support case and/or in chapters
1 and 2 of our other documenthe “Load generators over a firewalLRE 2021 Rlroubleshooting
Guidé¢ . A f lbae generatoghas become operational, please make a note in the support case
that that installation succeeded so that we can resolve the case.

Troubleshooting withMicro FocusSaaS

Should the recommended steps in theoad generators overfaewall - LRE 2021 R1
Troubleshooting Guidenot suffice to resolve any technical issues, please inform us througfstitie
open) support case. Our team will reach out to you to help you resolve the matter directly.

Please add at least the followingférmation to the existing case to ensure fastest possible
resolution:

A A short description of the issue, including any observations you find helpful that you may
have made while troubleshooting the issue yourself.
A If applicable, which steps from the guiave already been attempted?

Further details orntroubleshootingcan be found in théLoad generators over a firewalLRE 2021
R1Troubleshooting Guide .

Note that during the troubleshooting process, thcro FocusSaaS engineer may find it necessary
to conduct in your presence a live remote diagnosis sessidheolmad generators



5 Appendix

5.1 Configuring theLGAgent as either Service or Process

TheLG Ayent can be run either as service or as a process.

Theload generatorAgent can be run either as service, or procédgro FocusSaaS recommends
running theAgent as a service for most (permanent) setups, asAtent becomes ready
immediately after the host is started, then idling with minimal system resources.

NOTE: It is crucial that the Agent only runs through one of these two means, not both, at the same
time. Otherwise, operational errors will occur.

As a service, the 'LoadRunner Agent Service' service runs automatically even if the user does not log

in to the system. fie user can login to the machine and go to Administrative TooBervices>

'‘LoadRunner Agent Service' to verify or change which user account is running the service, since this

mi ght have an effect on the usegshamldmurugdert s t o pas
administrative privileges, or user “l1USR_METRO".

While installing, make sure to have administrative privileges (domain or local).

As a process, the Agent runs through 'magentproc.exe' from the\dduBreh_servicebin folder.
This requies a user to login to the machine in order to start this Agent and stay logged in during the
use of theload generator The Agent will run with the same user rights as the logged in user.

After installing the_GAgent, the user can switch the Agent to ras either service or process by
performing the following steps.

5.1.1 To run theLGAgent as a service (recommended bycro FocusSaaS for permanent
setups):

1. Remove the “LoadRunner Agen-tPréyram EilessStaftups hor t c |
group ifpresent, to avoid the process from starting when the computer is rebooted.
2. Launch the command prompt usiRun as Administratoand go to
<LG*launch_servicein. (If started erroneously as a nadministrative user, the installed
service will not work prperly later).
3. Type in "magentservice.exmstall<enter>"
A Note: If you want to set a different account:
Type i n “ magiestalt<sisemrdomaidE us e _name> <password>
4. Go to the Window's Services view and change its properties to start it ashatic".
5. If you wish to modify the login details after installation of Agent Service, do the following:
A Go to Start> Control Panel> Administrative Tools> Services and look for the
LoadRunner Agent Service.
A Rightclick and select Properties_og Orand change the information from there.



5.1.2 To run theLGAgent as a process (if needed):

1. Launch the command prompt usifiRun as Administratoand go to
<LGX}launch_servicebin

2. Uninstall LoadRunner Agent Service by typing in:
A magentservice.exaemove<enter>

3. Verify that the service 'LoadRunner Agent Service' is no longer running.

Start theLGAgent process by running magentproc.exe from dlabmch_servicebin

5. If desired to start the process automatically after login, add a shortcut to the
magentproc.exe into the Start> Program Files> Startup group.

»

5.1.3 To run theLGAgent service under a different account:

If an installedoad generatorAgent service runs under incorrect credentials that do not have proper
administrative permissions, you can correct this by uninstalling and reinstalling the service:

1. Launch the command prompt usifiRun as Administratoand go to
<LGX*launch_servicebin
2. Uninstall LoadRunner Agent Service by typing in:
A magentservice.exaemove<enter>
3. Type i n “ magiestalt<siser dommail®e ue e _name> <password?>"
4. Go to the Window's Services view and change its properties to start it as "Automatic".

5.2 Reinstalling he Load Generator Software

In some cases, it may be required to redo the Standalone Load Generator software installation
completely, e.g. if otheLRE standalongroducts were installed on thieost, or if the installation got
corrupted. Please sesteps fa reinstallation below

Note for multi-component installation

With someprevious versions of thstandaloneLoad Generator softwaré, hasbeen possible to
install multiple standalone components on the same host. That is no longer supported meaning that
ONLY e load generator software can be installed on the host.

Uninstalling and reinstalling théoad generator

A Make a note obr take screenshots dhe agent configuration parameters.

A Obtain the Standalone Load Generator software by downloading it throughRiEe
applicatitn  ( “ St andal one lusada dh gGdrheer dtDorw'n)l oad appl i

A Make sure your Windows account on tlead generatohas administrative privileges.

Now unnstall the existing Standalone Load Generator software.

A Reinstall the latestbadgenerator software usingddministrative privileges (e.g. by right
clicking on the RmasAMlel hestaatdosé)ecandgduri n;
t h eoadRunneEnterprisé and “as a service” (in contrast

N



> v >y >

In the Agent Configuration application, enter the configuration parameters as previously,
and restart the agent as requested. This typically includes at least the MI Listener Name and
the Local Machine Key.

Verify through the Wi ndows
Allow the host to restart.

Make sure that the service is running.

After 10 minutes, check ibREf the load generatolis connected.

“services”’ View

t



5.3 Applying the Latest Patch Upgrades

A Any patches for your Standalone Lo&knerator installations that are required to match
your LRE 202 Rlinstance are available for download from yolwREnstance, certified for
use byMicro FocusSaas.

A Regarding thénstallation order of patches, please follow any instructions provided in the
download section itself.

A Alternatively, feel free to contadtlicro FocusSaa$S to inquire about the latest proper patch
levels and installers.

A At the time of writingthere isone Saa&ertified patchespecificallyfor Standalone Load
GeneratorversionsLRE 2021 RPatches are required if and only if shown in your download
section.

AccessingMicro FocusSaaS Standalone Lo&knerator installers inhe LREapplication:

Download Applications X

o) Efy

One Load Standalone Entity MI Listener Script
Generator R1 Monitor Over Unlocker Development
Patch Firewall Tools
Description X

DownlLoadApplication.descriptions.Patch on top of the One LG - https:/softwaresupport.softwaregrp.com/doc/KMO3809971

DOWNLOAD

® ==

5.4 Test if the firewall is open fot. Gto SaaS Communication

Load generatorsan connect to the Ml Listener Micro FocusSaaS in one of two ways: Either
directly through your company’s firewall through
proxy h your network (less typical setup). If both possibilities are given, direct communication is to

be preferred over proxy communication.

The following chapter descri bes hdoadgereratote st i f t
communicate outbond to its Ml Listener through port 443.



In many cases, outbound communication on port 443 is permitted already biefadeienerator
installation, for example for browsing the internet from the host, though in cases of higher security,
even outbound commuication may be blocked by default.

Steps:

A Log in to the selectetG e.g. through Remote Desktop Client (RDP).

A Open a Windows command shell (e. g. by Start/ |

A Ent telnet <Ml Listener DNS name> 443 " and check the respons:

A The MI Listener DNS name is providedvigro FocusSaaS and needs also to be entered
identically in the tAgreann” Cfoindlidju(rsaee onawss ¢ M2 .
E. g. f or alkiwclbd5pnillesaagmicrofocus.cdm, t he command i s

telnet  almrwcl 645p- mill.saas.microfocus.com 443

A Case 1If the response looks like th{blinking cursor on empty window)

BN Telnet almrwcl845p-mill.saas.micrefocus.com - O d

A Then the firewall is open from thiwad generatoto the MI Listener on port 443, as
it needs to be for direct communicati on.
window and log off.

A Test completed.

A Case2l f the response looks like this (“could n

EX¥ Command Prompt — O X

A Then the firewall isiot open and is in need to be opened by your IT Sectaityn
unlessyou used proxy configuration instead.

A Please contact your IT Security Team to open the firewall from the list of IP
addresses obad generatorgou use to the Ml Listener DNS name/IRlia$s



outbound on port 443. Note that the firewall rule does not have to be bidirectional,
as incoming connections can still be blocked safely without functional impadRfo
Only outbound connections on port 443 need to be allowed.

A Test completed.

A Case3 ¢ telnet is not enabled:
A If the response instead indicates that telnet is not enabled on this computer, then you

can try enabling the telnet feature on thead generatothrough Windows, as long as
not forbidden by your IT organization or prevented by Windows security polichliega
telnet works slightly differently in various versions of Windows, though it is typically
done through “Start/ Cont fTarh WindBws Freaturés®m o gr a ms
oroff or @&asndnimake sure that the *“ tngtdllaient” chec
repeat the test above.

If the telnet test cannot be performed:

A We recommend asking your IT Security team to check if the firewall is open outgoing from
the LGIP address(es) to the Ml Listener DNS name (or if given alternatively, the Ml Listener
IP address) on port 443.

A As an alternative, you may try to open a browsartheload generator Check in the
browser settings if a proxy is configured. If not, browse an extranet URL of your choice that
starthttpst/f t hl1f you can access that site withol
port 443 is operto ANY public DNS names and IP addresses (unless the specific site has been
white-listed for you), and hence thead generatoishould be able to reach the MI Listener
also.

5.5 Load GeneratoCalibration Test (Advanced)

In case you have to plan a largerlsdaad generator setup or atypical test setups and need to get
the bestpossible sizing information for yologad generatothardware ahead of time, you may
conducta load generatocalibration test. The idea of this test is that you run one of your larges

most challenging load tests in some specific manner, though scaled down to only oneloaaldel
generator, in order to determine how many Virtual Users per load generator can safely be operated
in a stable manner without introducing bias to the loadlaneasured transaction response times.

As a resultyou will obtain a reliable account of required load generators for the planneddale
load test.Feel free to contadWlicro FocussaasS in case you would perform siladd generator
calibration test ad have questions.

Prerequisites



A Only one of thdoad generatorsieed to be ready, saip with the hardware configuration
that you expect to use for all load generators.

A You need the actual load test setup, including the System under Test, scripts, target VUsers,
think times/pacing, ramsup speed, and potentially otheuntime settings as planned.

Load generatolCalibration testing process (fulicale validation with lload generatoravailable)

This process determines if a specific amount of load generators of given hardware will be sufficient
for the test while only oa host is present.

Preparation

Our example: We assume that a 36000 web VUser test with realistic think times needs to be ramped
up to peak in 1 hour and held at peak load for 1 hour before stopping the load. We want to
determine if a number of ten twyearold quadcore hosts with 16 GB RAM each is up to the task.

A Create a copy of the fuficale load test, and work on that copy.

A Divide the total amount of VUsers in the test by the tangemberof load generatos you
want to use in the final test and makhdt the new total amount. (e.g. 36000/10=3600
VUsers)

A Reduce themumberof load generatos to 1 (selecting only the one you have already
available)

A Divide the target ramsup speed by the target number tfad generatos (e.g. a 100
VUsers/10 second ramyp becomes a 10 VUsers/10 second rany). Keep the total ramyp
up time and step time the same (in our case, 1 hour of increments every 10 seconds)

Execution

A Log into the load generator (e.g. by using RDP), and open up Task Manager in the
“Performance” tab, so that you can judge CPU
the load test. Alternatively, any other performance monitor including Perfmon eaumskd if
it gives you reliable CPU and memory readings.

A Now execute the test from beginning to end and observe CPU utilization and physical
memory utilization during the rampp and peak phase.

A If you see that CPU utilization stays close to 100% forlaqed period of time, or if
physical memory utilization gets higher than 80%, or if the test appears unstable, then your
test has already passed its scalability limit, and you need to stop the test after noting the
amount of VUsers in the test when theigs started.

Observations during the run
The load generator setup with the target amount@d generatos will only be large enough if:

A No significant amount of errors occurs during the test that are unrelated to the Application
Under Test

A CPU utilizatin safely stays below 80% for most time during ramppphase (short 100%
spikes are acceptable but should to resolve moments later).



A CPU utilization safely stays below 50% for most time during peak phase (short 80% spikes
are fine but should to resolve mants later).

A Memory utilization throughput peak load should not be higher than 80% of the available
physical (not virtual) memory at any time.

Tweaking

A If any of the above criteria is violated for more than 15 seconds at a time, re-run the test
with lowertargets (requiringesizingthe test parameters accordingly), until the criteria are
met. This will result in an increase of the total amounloaid generatos required for the
final setup.

A If CPU utilization almost always stays below 40% during @wmand below 25% during
peak, and memory utilization is never higher than 40%, you may consider doubling the load
perload generatore.g. by 50%) and testing again, effectively shrinking the final amount of
load generators needed.

A Keep in mind though that evewnhile a setup close to 80% CPU or memory is possible, often

lower utilization is desired, especially if you expect some significant parameters of the test
to change later during your load testing process, such as think times, target VUsers, etc.
Hence, imay be better to target somewhat lower CPU and memory utilization to allow
some headroom for test flexibility.



